Instituto de Ciéncias Matematicas e de Computagio

ISSN - 0103-2569

INTERFACE MUTATION TEST ADEQUACY
CRITERION: AN EMPIRICAL EVALUATION

MARCIO EDUARDO DELAMARO
JOSE CARLOS MALDONADO
ALBERTO PASQUINI
ADITYA P. MATHUR

N? 83

RELATORIOS TECNICOS DO ICMC

sysno_ 1014156

DATA [ [

ICMC - SBAB

Sdo Carlos
Mar./1998



Abstract

In this paper we present an experiment to evaluate an inter-procedural test adequacy criterion
named Interface Mutation. Program SPACE, developed for the European Space Agency (ESA),
has been used in this experiment. It has a development record that keeps track of all the faults
uncovered during its life cycle. Using this information we reproduced in the experiment a testing
process, starting with a version of the SPACE with several faults and then applying Interface
Mutation. In this way we could evaluate the cost and the fault revealing effectiveness of the
Interface Mutation criterion. The results show that Interface Mutation is an effective, reasonable-
cost criterion.

1 Introduction

Software testing is considered a phased, incremental activity performed during the software develop-
ment cycle. Criteria and methods have been pursued aiming at the establishment of a low-cost and
effective testing strategy. Evaluating the quality of a given test set is a key task in the testing activity.
Coverage criteria, also known as test adequacy criteria, provide useful information to a decision maker.
These criteria also provide information on how to improve a given test set.

Considerable research has gone into criteria definition, implementation of supporting tools and
their evaluation. Among the available criteria, data flow [13] and mutation based criteria [5] have
been found to be the most promising in terms of their error revealing effectiveness. These criteria
have been well-studied at the unit testing level but few initiatives of using them at integration testing
level can be identified. In principle, they could also be applied for the assessment of test sets for
subsystems. However, such an application is likely to be inefficient due to program size, redundant
due to the multiple test teams that might test the same part of the code, and incomplete because
the large program size might prohibit testers from applying the criteria exhaustively. Notably, data-
flow based criteria have been explored by Harrold and Soffa at the subsystem integration level [8].
Mutation-based criteria have been extended for application at the subsystem integration level,resulting
in the criterion named Interface Mutation [1, 4]. Interface Mutation aims at the assessment of the
adequacy of testing the interfaces between the units of a program, providing objective measurements
on the adequacy of Integration Testing activity.

Despite the large number of mutant programs generated during the use of a mutation-based cri-
terion, there is a strong motivation to effectively use the mutation technique at the integration level.
This motivation stems from the earlier studies wherein mutation testing was found to be powerful in
fault detection effectiveness when compared with other test adequacy criteria. Alternative approaches,
such as Constrained Mutation [17], that may also be used at the integration level, have shown how
the cost of testing, measured in terms of the number of mutants, can be kept within acceptable bounds
without a significant reduction in its effectiveness.

The results of a pilot experiment [3] motivated further development to support the use and eval-
uation of Interface Mutation criterion. The development of a tool named PROTEUM/IM to support
Interface Mutation has been carried out [1]. Supported by PROTEUM/IM, another study, using a Sort
UNIX program, was conducted by introducing artificially created faults and evaluating the cost and
effectiveness of Interface Mutation to reveal those faults [1, 4]. We believe that cost and effectiveness
are the two significant factors against which a criterion should be evaluated and compared [7]. The
results of our study are encouraging in that they indicate that the use of Interface Mutation crite-
rion, especially in combination with cost reducing approaches, may constitute an effective and not too
expensive way to evaluate and build test sets for Integration Testing.

These empirical studies led the authors to look for more meaningful and realistic programs and
environments to apply and evaluate the use of Interface Mutation in software production. This paper
reports a case study based on an application developed for the European Space Agency (ESA). This
application has been used in many studies. An error log has kept track of the faults found and



corrections applied during its development and evolution, providing an experimentation scenario close
to reality.

The next section presents our approach to integration testing based on Interface Mutation. Sec-
tion 3 presents the methodology used in the experimental study conducted using Interface Mutation
on the SPACE program. Section 4 presents and discusses the results of this experiment in terms of
cost and fault revealing effectiveness. Section 5 provides our conclusions.

2 Interface Mutation: An Overview

The idea underlying mutation testing is to evaluate the quality of a test set based on its ability to reveal
simple faults injected in the program being tested. It is expected that a test set capable of revealing
simple faults is capable of revealing more complex faults. Experimental results have confirmed this
expectation [10].

It has been shown that mutation testing is an effective criterion for test case selection and evalua-
tion [14, 16, 18]. However, its cost, measured in terms of the number of mutants to be executed, is a
barrier to be overcome to make it applicable to relatively large programs (e.g. of size over 100,000 lines
of executable code). For unit testing, some approaches can be taken to reduce the cost of mutation
testing, for example, by applying the constrained mutation criteria [17], without any significant loss in
the effectiveness to reveal errors. To our knowledge research efforts on mutation testing [17, 9, 11, 5]
have been concentrated at the unit testing level and dealt with programs of relative small size.

In earlier work [1, 4], the Interface Mutation criterion has been introduced aimed at making feasible
the use of mutation testing during the integration testing phase. Interface Mutation aims at testing
the interactions between units. The approach used in Interface Mutation is based on three key ideas:
1) restrict mutation operators to model integration errors; 2) test connections between two modules
separately, one at a time; and 3) apply the Interface Mutation operators only on those parts of the
modules that are related to module interactions such as function calls, parameters or global variables.

Integration errors are caused by incorrect values exchanged through the connection between mod-
ules. Thus, the “perturbations”, or mutations, at this level are introduced directly and only at the
objects responsible for the interaction between modules. In conventional languages like C, two mod-
ules are connected through function calls. In a call from a function F to a function G, there are four
ways of data exchange which are not mutually exclusive. These are:

Data can be passed to G via input parameters (parameters passed by value).

Data can be passed to G and/or returned to F via input/output parameters (parameters passed
by reference).

Data can be passed i;o G and/or returned to F via global variables.

Data can be returned to F via return values (as in return statements in C).

Using the coupling effect we argue that test cases able to distinguish the interface-mutants should
be able to reveal integration errors. Obviously, the validity of this argument depends on the set of
Interface Mutation operators.

One advantage of Interface Mutation is that, by design, it reduces the number of mutants to be
analyzed. This is so because mutant operators are applied only to points in the program related to
the connections between modules. It is possible for the tester to select one connection, to generate
mutants related to that connection and to select test cases to distinguish those mutants, supporting
incremental or non-incremental integration testing strategies.

Thus, the application of such operators must take into consideration the place from where a module
is called and only apply the operator if this place is the desired one. This is equivalent to saying that the
condition to distinguish a mutant at the level of Interface Mutation is changed in relation to ordinary



mutation testing. As stated by DeMillo [6], there are three conditions to distinguish a mutant M from
a program P by a test case & 1) reachability, the execution of P with ¢ must execute to the point
where the mutation is introduced; 2) necessity, the state of M must differ from the state of the original
program immediately after the execution of the mutated statement; and 3) sufficiency, the difference
must be propagated to a point such that different outputs are produced for P and M. In the context
of Interface Mutation the reachability condition has changed. It now requires that the mutatnt must
be executed through a path that includes the execution of a specific connection. For languages like
- C this kind of mutation requires a run time decision on whether the mutation should be applied or
not [1].

Interface Mutation Operators for C

In order to precisely establish a mutation based criterion, it is necessary to define a set of mutation
operators. Since the definition of mutation operators depends on the programming language, the
Interface Mutation operator set presented here is for the C language.

Consider a program P and a test case ¢ for P. Suppose that in P there are functions F and G
such that F makes calls to G. Consider S;(G) to be the set of values passed to G and So(G) the
set of values returned by G. The definition of Interface Mutation operators is based on the following
integration error types.

1. Type 1: Upon entering G, S;(G) does not have the expected values and these values lead to an
erroneous output (a failure) produced before returning from G.

2. Type 2: Upon entering G, S;(G) does not have the expected values and these values cause
So(G) to assume wrong values that lead to an erroneous output (a failure) after returning from

G.

3. Type 3: Upon entering G, S;(G) has the expected values but incorrect values in So(G) are pro-
duced inside G and these incorrect values lead to an erroneous output (a failure) after returning
from G.

Error Type 1 is, for example, to call to a function passing an incorrect parameter or with an
incorrectly set global flag and this function produces an incorrect output. The flow in this case is
shown in Figure la. In error Type 2 there is an incorrect value entering the module and another
leaving the module and influencing an incorrect output after returning from G as shown in Figure 1b.
This is the case, for instance, of a parameter of a function used to calculate a return value. An incorrect
entering parameter may lead to an incorrect return value that may lead to an incorrect output. Type 3
has only a flow of incorrect values leaving the module. It is the case of a function called with correct
parameters but carrying out an incorrect calculation that produces an incorrect return value leading
to an incorrect output upon return from G. This situation is represented in Figure 1lc.

This is a broad definition and does not specify the place of the fault which causes the error. It
simply considers the existence of incorrect values entering or exiting a function call. This excludes,
for example, the case when S;(G) has the expected values but a fault inside G produces an erroneous
output before returning from G. In this case, there is no error propagation through the connection
F-G. This type of error should have been detected at unit level.

In addition, more than one integration error can be associated with (or caused by) a single fault.
For example, consider a program with three functions R, S and T such that R calls S and then T.
Suppose that in function S an incorrect value z € So(S) is returned and this value is also part of
S1(T). Suppose that due to z, T produces an incorrect output. Thus, a fault in S produced a Type 3
error in the connection R-S and a Type 1 error in the connection R-T.

Finally, the sets S;(G) and So(G) depend in part on the program language. For example, for the
C language they can be defined as:
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Figure 1: Type of Errors

e S1(G): The set of input values in a call to a function G is determined by the set of

— input parameters used in the function call and

— global variables used in G.
e So(G): The set of output values in a call to a function G is determined by the set of

— output parameters used in the function call
— global variables used in G

— values returned by G

Two groups of mutation operators are defined. Considering a connection between functions f-g,
the first group (Group I) applies mutations inside the body of function g. This first group requires
the preparation of the mutation at the point where f calls g such that the mutation is applied only if
g is called through this point. Otherwise, function g behaves as in the original program. The second
group (Group II) applies mutations to the call to g inside f.

Each operator has a name that identifies its semantics. In order to define the operators summarized
in Tables 1 and 2, the following sets must be defined assuming that connection f-g is being tested:

P(g): The set of formal parameters of g. This set also includes dereferences to pointer and array
parameters. So, for example when a parameter v is defined “int *v”, v belongs to this set as
well as “xv”.

G(g): The set of global variables accessed by g.
(

L(g): The set of variables defined in g (local variables).

E(g): The set of global variables not used in g.
C(g):

g): The set of constants used in g.

The elements of sets P and G, respectively, are the formal parameters and the global variables
used in g and referred to as “interface variables”. The elements of the other sets are referred to as
“non-interface variables and constants”.

In addition, one more set R is defined but it does not depend on g. This set is the set of “required
constants”. It contains some special values, relevant for each data type and the associated operators.
Table 3 summarizes these constants.



Table 1: List of Interface Mutation operators, Group I.

GROUP I

Name Meaning
DirVarRepPar | Replaces interface variable by each element of P
DirVarRepGlo | Replaces interface variable by each element of G
DirVarRepLoc | Replaces interface variable by each element of L
DirVarRepExt | Replaces interface variable by each element of E
DirVarRepCon | Replaces interface variable by each element of C
DirVarRepReq | Replaces interface variable by each element of R
IndVarRepPar | Replaces non interface variable by each element of P
IndVarRepGlo | Replaces non interface variable by each element of G
IndVarRepLoc | Replaces non interface variable by each element of L
IndVarRepExt | Replaces non interface variable by each element of E
IndVarRepCon | Replaces non interface variable by each element of C
IndVarRepReq | Replaces non interface variable by each element of R
DirVarIncDec | Inserts/removes increment and decrement

operations at interface variable uses.
IndVarIncDec | Inserts/removes increment and decrement

operations at non interface variable uses.
DirVarAriNeg | Inserts arithmetic negation at interface variable uses
IndVarAriNeg | Inserts arithmetic negation at non interface variable uses
DirVarLogNeg | Inserts logical negation at interface variable uses
IndVarLogNeg | Inserts logical negation at non interface variable uses
DirVarBitNeg | Inserts bit negation at interface variable uses
IndVarBitNeg | Inserts bit negation at non interface variable uses
RetStaDel Deletes return statement
RetStaRep Replaces return statement
CovAllNod Coverage of all nodes
CovAllEdg Coverage of all edges

Table 2: List of Interface Mutation operators, Group II.
GROUP II

Name Meaning
ArgRepReq | Replaces arguments by each element of R
ArgStcAli Switches arguments of compatible type
ArgStcDif | Switches arguments of compatible type
ArgDel Removes argument
ArgAriNeg | Inserts arithmetic negation at arguments
ArgLogNeg | Inserts logical negation at arguments
ArgBitNeg | Inserts bit negation at arguments
ArgIncDec | Argument Increment and Decrement
FunCalDel | Removes function call

The set of operators presented in Tables 1 and 2 has been implemented in a tool called PROTEUM/IM.
This tool is an evolution of Proteum [2], a tool for applying mutation testing for C programs at unit
level. In addition to the usual operations required from such tools, Proteum and PROTEUM/IM imple-
ment several features to ease their use in empirical studies. Among them, we can cite:

e Graphical interface and script-oriented interface;
e Parameterizations that allow the reduction in the number of mutants generated; and
e Implementation of alternative mutation criteria.

In the next section we describe the experiment using the SPACE program carried out with

TROTEUM/IM.



Table 3: Required constant sets.
Variable Type Required Constants
signed integer
signed char -1, 1, 0, MAXINT, MININT
signed long
unsigned integer

unsigned char -1, 1, 0, MAXUNSIGNED
unsigned long

enum

float double -1.0, 1.0, 0.0, -0.0

The constants MAXINT, MININT and MAXUNSIGNED corre-
spond respectively to the largest positive integer, smallest negative
integer and largest unsigned integer. These values are machine and
data type dependent.

3 Methodology

The goal of this experiment is to evaluate the cost and fault revealing effectiveness of the Interface
Mutation criterion. The question that captures this goal is: “What is the cost and probability of
revealing faults in a program through the application of Interface Mutation &

The general structure of our experiment is described in Figure 2. The steps used are described in
subsections 3.1 to 3.6.

1 select Program to Test (PTT)

2 FOR each experiment from 1 to n

3 generate a test case subdomain based on PTT’s
operational profile

4 determine a set N of faults to use in the experiment
5 DO

6 introduce set N into PTT

7 apply I.M. to the current faulty version

8 determine the set M of faults revealed by IM

9 N :=N-M

10 WHILE ( M is not empty )

11 END

12 collect and analyze data

Figure 2: General structure of the experiments to evaluate Interface Mutation

3.1 Program Selection

The first step in the experiment is to choose the program where Interface Mutation is to be applied.
In general, one of two approaches could be taken. One approach is to use a real program and real
faults found during its development. Another approach is to use a case study program and “probable”,
artificial faults. This latter approach has been used to evaluate Interface Mutation in a case study [4]
reported earlier. For the experiment described here we used the first of the two approaches. The
SPACE program has been selected for this purpose. We believe that SPACE is a good choice because
it is a program in use by the European Space Agency (ESA), it has a record that keeps track of its
evolution across its life cycle and it is a program of moderate complexity, as shown in Table 4.
SPACE processes a high level language named Array Definition Language. This language allows






